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https://www.meshcloud.io/en/blog/multi-cloud-monitoring-a-cloud-security-essential/
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Observability Intro - Grafana

Grafana Labs FaJERY

Home > Dashboards > OpenTelemetry APM ¢ o9

Application fastapi v Route All v

Total Request

Http Status 2XX

1200y 10.2:

Overall Request R... Overall Error Rate

Http Status 4XX

202

123 req/m

Request Rate ©
30 req/m

25 reg/m

20 req/m B

15 reg/m

10 reg/m
16:50 16:55
== GET/ == GET /chain == GET /cpu_task == GET /error_test GET /io_task

GET /random_sleep == GET /random_status
Details ®

Application Method

fastapi / GET
fastapi /chain GET
fastapi /cpu_task GET
fastapi [error_test GET

fastapi fio_task GET

Requests Count

ISEN e v =

Request Distribution

Http Status 3XX

204

Http Status 5XX

188

PR95 Latency

O ms
16:50 16:55 17:00

e GET/ == GET /chain == GET /cpu_task == GET /error_test

GET /random_sleep == GET /random_status

Request Rate Trend

22.5 req/m
10.9 req/m
24.7 reg/m
10.9 req/m

23.6 reg/m

=) cmd+k

GET /io_task

Request Rate PR95 Latency Trend

1l

i+ Add v ®

Loading Distribution ©

GET/ 27%
GET /io_task 22%
GET /cpu_task 17%
GET /random_sleep 9%
GET /random_status 9%
GET /chain 9%
GET /error_test 8%

Average Latency ©

[200] GET /chain

[200] GET /random_sleep
[200] GET /io_task

[200] GET /cpu_task
[400] GET /random_status
[500] GET /random_status
[200] GET /random_status
[300] GET /random_status

[200] GET /

PR95 Latency

3.45 ms

8.75s
3.96 ms
5.50 ms

1.38s

7\ .

4 ® Last 15 minutes v

a
(

P
RN
T

Error Rate Trend

no data

no data

no data

I
I
e
Ny
—

GET /chain 59%
GET [io_task 20%
GET /random_sleep 20%
GET /cpu_task 0%
GET/ 0%
GET /random_status 0%
GET /error_test 0%

2.55s
EOis
218 ms
1.70 ms
1.60 ms
1.59 ms
1.55 ms
0.806 ms

Error Rate
0%

19.5%

()74

[0]0)73

0%
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https://grafana.com/grafana/dashboards/19419-opentelemetry-apm/

Observability Intro - Grafana

Wl_ Loki [[] Split B8 Addtodashboard () Last5minutes v @& | &) Runquery ~ > Live

v A (Loki) ®@ 0 @ W
Kick start your query Label browser Explain query @ Builder | Code

{compose_service=~"app-.x"} | pattern ‘<date> <time> < >=<trace_id> <_>=<span_id> <_>=<trace_flags> <level> <_> —-— <msg>" | line_format "{{.compose_service}}\t{{.level}}\ttrace_id={{.trace_id}}\t{{.
msg}}ll |= mn

> Options Type: Range Line limit: 1000

+ Add query &) Query history ® Inspector

v Logs volume

60

40

yA)
|| . ||| |||

|
o I- all unI.l-. ! nn-lll ! nnIIl | null-l ! nuII-I ! ||||Il|l. | ----Il-l | senalinal! nnI-I.- ! unI-u. ! nnl-ll. ! ----Ill- r unllll_ ! unluu.' nnIlI- r --nl THAE
18:51:45 18:52:00 18:52:15 18:52:30 18:52:45 18:53:00 18:53:15 18:53:30 18:53:45 18:54:00 18:54:15 18:54:30 18:54:45 18:55:00 18:55:15 18:55:30 18:55:45 18:56:00 18:56:15 18:56:30
debug error == info == warning

Logs
Time @ Unique labels @ Wrap lines @® Prettify JSON @ Deduplication None Exact Numbers Signature Display results Newest first Oldest first

Common labels: spring-boot-observability 20823-09-28 docker-desktop stdout @1 Line limit: 1080 reached, received logs cover 33.38% (1min 4@sec) of your selected time range (5min) Total bytes processed: 474 kB (b Download v

> app-a DEBUG trace_id=a95b0a270df9d31c62f961dd285fd1f4 [nio-8080-exec-2] com.example.app.AppApplication : chain is finished
app-c¢  INFO trace_id=a95b8a276df9d31c62f961dd285fd1f4 [nio-8080-exec-3] com.example.app.AppApplication : cpu_task Szﬂrt
app-b  INFO trace_id=a95b0a276df9d31c62f961dd285fd1f4 [nio-8080-exec-8] com.example.app.AppApplication : io_task range
app-a ERROR trace_id=a95bBa276df9d31c62f961dd285fd1f4 [nio-8080-exec-7] com.example.app.AppApplication : Oops! We have an Error. OK
app-a  WARN trace_id=a95bBa276df9d31c62f961dd285fd1f4 [nio-8080-exec-7] com.example.app.AppApplication : Hey, This is a warning!
app-a ERROR trace_id=834ad6821cdb8df4b675b8a12ff669f2 [nio-8080-exec-3] com.example.app.AppApplication : Oops! We have an Error. 0K
app-a  WARN trace_id=834ad6821cdb8df4b675b8a12ff669f2 [nio-8080-exec-3] com.example.app.AppApplication : Hey, This is a warning!
app-a INFO trace_id=a95bBa276df9d31c62f961dd285fd1f4 [nio-8080-exec-7] com.example.app.AppApplication : Info log
app-a DEBUG trace_id=a95bBa2706df9d31c621961dd285fd1f4 [nio-8080-exec-7] com.example.app.AppApplication : Debugging log
app-a INFO trace_id=834ad6821cdb8df4b675b8a12ff669f2 [nio-8080-exec-3] com.example.app.AppApplication : Info log
app-a ERROR trace_id=a95bBa2706df9d31c621961dd285fd1f4 [nio-8080-exec-7] com.example.app.AppApplication : Hello World!!
app-a DEBUG trace_id=834ad6821cdb8df4b675b8a12ff669f2 [nio-8080-exec-3] com.example.app.AppApplication : Debugging log
app-a ERROR trace_id=834ad6821cdb8df4b675b8a12ff669f2 [nio-8080-exec-3] com.example.app.AppApplication : Hello World!!

Grafana 1848 Log




servability Intro - Grafana

Trace

app-a. GET /chain 117s &) Give feedback | © Trace ID Export
2023-10-02 23:36:30.333 GET 200 /chain

> Span Filters ® 15 spans ()

Service & Operation 293.27ms 586.55ms 879.82ms

v | app-a GET /chain (117s)
v | app-a GET (12.51ms) ® 1251ms
v | app-a GET/ (4.44ms) 1 A
| app-a GET/ http send (264.46ps) | 264.46ps
I app-a GET / http send (3.2ms)
v | app-a GET (1.03s)
v | app-b GET Jio_task (1.02s)
app-b GET /io_task http send (1.16ms)

app-b GET /io_task http send (5.53ms) 5.53ms

v | app-a GET (29.08ms) 29.08ms @B

v | app-¢ GET /cpu_task (7.51ms) 7.51ms 0
I app-C GET /cpu_task http send (505.5 505.58us |

I app-C GET /cpu_task http send (2.5: 2.52ms |

I app-a GET /chain http send (83.83us) 83 ,§3ps |

I app-a GET /chain http send (2.62ms) 2.62ms |

Grafana 12548 Trace
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Metrics - Prometheus

Prometheus

WEANERERIECTER » HFRS

JIEER

fastapi_requests_total{ ="GET", ="/"} 6.0
fastapi_requests_total{ ="GET", ="/metrics"} 647.0

fastapi_requests_total{ ="GET", ="/io_task"} 3.0

Application &R Prometheus Metrics

2 (Monitoring) E1EHZE (Alerting) THE

=L PromQL

O

Prometheus

25 3

O

Prometheus

AE/

N

(53

3 PromQL#&E 54 : t 3 ;

A


https://prometheus.io/

Metrics 4F

BT ¢ Prometheus Metrics/OpenMetrics

RAtEE

Metrics - £p% : Prometheus Metrics

*&%%*EE%E’]Z”T‘H 40 : CPU ~ Memory ~ Network ~ F&REZE R

5 1aIR
FER ~ EF5HHR

£ Exporter #¥& » U0 : Node Exporter ~ cAdvisor

WEE > W © Request #8EK * AP

{8 PrometheL

s Client Library &A%, » 2k B28&

fastapi-instrumentator

0| fERFE ~ E
@AY Package i?[

-rror Rate
prometheus-



https://prometheus.io/docs/concepts/data_model/
https://openmetrics.io/
https://prometheus.io/docs/instrumenting/exporters/
https://github.com/prometheus/node_exporter
https://github.com/google/cadvisor
https://prometheus.io/docs/instrumenting/clientlibs/
https://github.com/trallnag/prometheus-fastapi-instrumentator
https://github.com/trallnag/prometheus-fastapi-instrumentator
https://github.com/trallnag/prometheus-fastapi-instrumentator
https://github.com/trallnag/prometheus-fastapi-instrumentator

Metrics - £p% : Prometheus Metrics

container_memery_usage_bytes{name="garatna"} [value]

Metrics Name | abel

container_memory_usage bytes{
container_memory_usage bytes{
container_memory_usage bytes{

fastapi_requests_total{
fastapi_requests_total{
fastapi_requests_total{

fastapi_responses_total{
fastapi_responses_total{

"nrom/prometheus:v2.54.0",
="grafana/grafana:11.2.0",
"gcr.io/cadvisor/cadvisor:v0.49.1",

=IIGETII ,
=IIGETII ,
=IIGETII ,

=IIGET|I ,
=llGETll ,

=||/u} 10.0
="/cpu_task"} 10.0
="/io0 task"} 10.0

="/random_status",
="/random_status",

Palr

="prometheus"} 6.4237568e+07
="grafana"} 1.08425216e+08
="cadvisor"} 8.8117248e+07

="200"} 5.0
="300"} 2.0




Metrics - £p% : Prometheus Metrics

basic.py
fastapi FastAPI, Request
475 = E;y,f_’_/_\/fﬁ prometheus _client Counter, Gauge, Histogram, make_asgi_app
nwiol & JJ k
REQUEST _TIME = Histogram("request processing seconds", "Time spent processing request")
i :—\ H = > " : . " " : "
| = \ %t . REQUEST _IN_PROCESSING = Gauge("request _in processing", "Requests in progress")

REQUEST_COUNT = Counter("requests_count", "Total count of requests")

N

QT HRRHEN

.get("/")
root(request: Request):
REQUEST IN PROCESSING.inc()
REQUEST COUNT.inc()
REQUEST TIME.time():
random_sleep()
REQUEST IN PROCESSING.dec()

{"Hello": "World"}




Metrics - WWEEEL(#1F . Prometheus

http://app-a:8000/metrics

Prometheus

o prometheus.ymi
request_processing_seconds_bucket{1e="0.005"} 1.0

request_processing_seconds_bucket{1e="0.05"} 1.0 _
request_processing_seconds_bucket{le="0.5"} 1.0 scrape_configs:

request_processing seconds_bucket{1c="2.5"} 6.0 - job_name: "prometheus"
request_processing_seconds_bucket{le="7.5"} 17.0 static_configs:
request_processing_seconds_bucket{le="+Inf"} 17.0 - targets: ["localhost:9090"]
request_processing_seconds_count 17.0

request_processing_seconds_sum 52.04826683411375 - job_name: ‘'cadvisor'

static_configs:
request_in_processing 0.0 - targets: ['cadvisor:8080' ]

- job_name: 'app-a’
requests_count_total 17.0 scrape_1interval: 5s
A metrics_path: '/metrics'
static_configs:
- targets: ['app-a:8000"']



http://localhost:8000/metrics

Metrics - ¥ : Grafana Dashboard

Request Per Sec

0.2 req/s

0.18 req/s

0.16 req/s
- - o
0.14 req/s // \/
& B @ & ®

0.12 req/s

0.1 req/s

0.08 req/s

0.06 req/s

0.04 req/s

0.02 req/s
23:56:30 23:57:00 23:57=30) 23:58:00 23:58:30 23:59:00 23:59:30 00:00:00 00:00:30 00:01:00

e [ e» [chain == [cpu_task == [jo_task /metrics == [random_sleep == /random_status
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Logs - “E Rk

NES
5579 + Level - ELftn7 3
et
JEAE

—RARIEEC Log Pattern » %140 %d{yyyy-MM-dd HH:mm:ss} [%-5p] [Y%c] [%t] %om%n
Amta b

JSON

Logimt
time="2021-09-19 15:00:00" level="INFO" logger="main" message="Hello Worla!"
a5 T

Console . 7878 STDOUT Y STDERR &giiti 2 Console

File | SCEREFSZE T > AIEETEEC Rotate ETIERE1E

Stream : A4S EE > 1 Log BNRFER HH 2 #1F Log FIARTS

-IJI




M

Logs - WEEEA#TE - Loki & Docker Driver

Grafana loki

LoKi

Grafana Labs FRBY Log #1F L4
fE&#% Prometheus £ PromQL - iniﬂ LogQI @:’] Log
BB ZH > EREREA Ctrl+F/CMD+F —

H

Loki Docker Driver
A Docker B9 Logging Driver #%#l > ¢ Container W Log & Lok



https://grafana.com/oss/loki/
https://grafana.com/docs/loki/latest/send-data/docker-driver/
https://docs.docker.com/engine/logging/plugins/

Logs - {63 : Grafana Explore Log

= Outline  \l_ Loki 0 split Add~ @& v Q &

[—

e

> Live

Common compose_project=pycon-tw-2024-p.. compose_service=app-a container_name=pycon-tw-2024-py.. (i] Download v

labels: host=docker-desktop service_name=pycon-tw-2024-pyth..

Line limit: 1000 (137 displayed) Total bytes processed: 35.0 kB

|>

>

‘>

2024-09-03 14:43:44,551 INFO [uvicorn.access] [h11_impl.py:476] [trace_id=a1e888fe1d1b2204bBa60Bce5c096c90c sp
an_id=23280eb375a0d9cd resource.service.name=app] - 192.168.65.1:58133 - "GET /error HTTP/1.1" 500

2024-09-03 14:43:44,550 CRITICAL [root] [main.py:158] [trace_id=a1e888fe1d1b2264bBa6Bce5c096c90c span_id=6316
062499514681 resource.service.name=app trace_sampled=True] - Critical error. Please fix this!

2024-09-03 14:43:36,420 INFO [uvicorn.access] [h11_impl.py:476] [trace_id=ff745ac81d1f272cc791a122871aef84 sp
an_id=a60c6788fad56448 resource.service.name=app] - 192.168.65.1:49624 - "GET / HTTP/1.1" 20680

2024-09-03 14:43:36,418 CRITICAL [root] [main.py:86] [trace_id=ff745ac81d1f272cc791a122871aef84 span_id=0b4d4
la7aac8d45a resource.service.name=app trace_sampled=True] - Critical error. Please fix this!

2024-09-03 14:43:36,418 ERROR [root] [main.py:85] [trace_id=ff745ac81d1f272cc791a122871aef84 span_id=0b4d41a7
aac8d45a resource.service.name=app trace_sampled=True] - Oops! We have an Error. OK

2024-09-03 14:43:36,418 WARNING [root] [main.py:84] [trace_id=ff745ac81d1f272cc791a122871aef84 sp e O ﬁ o2
a7aac8d45a resource.service.name=app trace_sampled=True] - Hey, This is a warning!

2024-09-03 14:43:36,418 INFO [root] [main.py:83] [trace_id=ff745ac81d1f272cc791a122871aef84 span_id=6b4d41a7a
ac8d45a resource.service.name=app trace_sampled=True] - Info log

2024-09-03 14:43:36,417 INFO [root] [main.py:81] [trace_id=ff745ac81d1f272cc791a122871aef84 span_id=0b4d41a7a
ac8d45a resource.service.name=app trace_sampled=True] - Request headers: Headers({'host': 'localhost:8000',
'user-agent': 'curl/7.88.1', 'accept': '*/*'})

Grafana &5f) Log
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Traces(Distributed Tracing)

IR BRI RS K B84

SEOREIZELFA > B | BT « SHARAME ~ FERITA IP
Bl BV E Eﬂ :H 140 1THFIE] ~ Ta5RE Lu_,\\n SKAGR | \SQL
Time
___________________ >
( [SpanA Tag: Blue Duration: 20s Trace ID: 123 J
HParent: Span A \ Parent: Span A
Trace [Span B | Tag: Green Duration: 10s Trace ID:123} {Span D |Tag: Orange Duration: 8s | Trace ID:123}
R Parent: Span B
. [Span C | Tag: Red Duration: 3s | Trace ID: 123}
L

RS
Spans

9’] Trace ID S Adir—E1T2EAER

~FH I+ &5

A/

~J

7



Traces - OpenTelemetry

‘Q

Telemetry

Telemetry

s

EIE Telemetry Data (Metrics ~ Logs ~ Traces) BYAPI ~ SDK ~ Tool AH& &
Project » BREIFMAY Trace 3R > BAEHEE 60 [ELBHST 1%

2019 &£ OpenTracing £ OpenCensus & MAY

API SDK Collector
28T (OTLP) FHL T H r O
{F# S T(HTTP ~ gRPC) Instrumentation Telemetry Data lx 5z



https://opentelemetry.io/
https://www.cncf.io/
https://opentelemetry.io/ecosystem/vendors/
https://opentracing.io/
https://opencensus.io/

Traces - OpenTelemetry

‘Q

Telemetry

OpenTelemetry

IZ Telemetry Data (Metrics ~ Logs ~ Traces) BYAPI~ SDK ~ Tool 4E5 &
Project » BREIFMAY Trace 3R > BAEHEE 60 [ELBHST 1%
2019 & OpenTracing #1 OpenCensus &AL

API SDK Collector

SHAE = (OTLP) ST S .
{F#5U(HTTP ~ gRPC) | Instrumentation | Telemetry Data Hi5<za

‘\' I
/


https://opentelemetry.io/
https://www.cncf.io/
https://opentelemetry.io/ecosystem/vendors/
https://opentracing.io/
https://opencensus.io/

Traces - £% : OpenTelemetry Instrumentation

8 OpenTelemetry BV Instrumentation Package Z* & & RHEA Trace B
S8R Package JBEE : opentelemetry-python-contrib

a4 Y
_ > Redis
OpenTelemetry Instrumentation Trace ID: 123 | )
Other Info ...
4 p
A SSO redis i )
-~ fastapi > o requests » Google
Application .
At Trace ID: 123 | (App ) psycopg2 g?r?:rﬁ f(;l 23 \ J
Other Info ... /
£ , ~
» Postgres
Trace ID: 123 L )

Other Info ...


https://github.com/open-telemetry/opentelemetry-python-contrib/tree/main/instrumentation

Traces - £ % : OpenTelemetry Instrumentation

v basic GET / (5.02s)

GET 5.02s Ops (22:07:51.411) SR
/ opentelemetry.instrumentation.fastapi 0.48b0

v Span Attributes
I
"172.18.0.7:8080"
"GET"
n
"http"
"localhost:8080"
200
u

“"http://172.18.0.7:8080/"

"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36"

"192.168.65.1"

© © 0o © © © © © © © © G

36449

> Resource Attributes: py...

& 181c58ac9eccd796

._JEEéiQ L.Jl:a‘__ N ‘ DN fE;t:Eﬂ'tJbeE; (::(:)(:I€E§ {i{;-fiéffigiFL

FastAPI Instrumentation » 4




Traces - £ % : OpenTelemetry Instrumentation

v app-a POST /todos/ (3.06ms)
POST /todos/ http receive (8.96us)
connect (30.79us) @ 30.79us

INSERT (261.25ps) ' | 261.25pus

INSERT app-a 261.25ps

820.75us (19:51:40.367) client unset
opentelemetry.instrumentation.psycopg2
0.48b0

(8s Logs for this span

v Span Attributes

"postgres"

"INSERT INTO todo_items (title, description,
completed) VALUES (%(title)s, %(description)s,
%(completed)s) RETURNING todo_items.id"

"postgresql”
"postgres”

"postgres”

5437

w.
A N S

> Resource Attributes: pytho...

a5395f27377¢c340f

psycogp2 Instrumentation » 42%% DB ~ SQL 1ERAEEH




Traces - X :

Instrumentation BYRAE
Code-based Insturmentation . ZE3E

Lumi
T

(EJ==Palst

Instrumentation fEAA R

2IET 0 BITEUA Intrumentator

Zero-code Insturmentation : #ZEFRZEFZTUES » A monkey patching #Rx
%% Package opentelemetry-distro opente\eretrv exporter-otlp
eI A/ Instrumentation Package i 278

opentelemetry-bootstrap -a requirements
opentelemetry-bootstrap -a install
153 : Opente\emtry_ingtru ment E&Ei opentelemetry-instrument python main.py

Imll:



https://opentelemetry.io/docs/languages/python/instrumentation/
https://opentelemetry.io/docs/zero-code/python/
https://stackoverflow.com/a/5626250
https://pypi.org/project/opentelemetry-distro/
https://pypi.org/project/opentelemetry-exporter-otlp/

Traces - #7F : Tempo "2 Grafana Tempo

lempo
Grafana Labs BiJRBY Distributed Tracing #i7z ZE
S 18 OpenTelemetry ~ Jaeger ~ Zipkin

_I]]

app
1mage: fastapi-app
environment ‘-_
OTEL_TRACES_ EXPORTER=o0tlp -l‘

OTEL_EXPORTER_OTLP_ENDPOINT=http://tempo:4317

OTEL SERVICE NAME=basic - Grqfqna Tempo

command: opentelemetry-instrument python main.py

FHIBIRIE S EEETE Trace B35 E1E



https://grafana.com/oss/tempo/

Traces - {88/ : Grafana Explore Traces

Trace

app-a: GET /chain 111s )] Give feedback | © Trace ID Export
2024-09-03 21:47:56.936 /chain

> Span Filters ® 24 spans ()

Service & Operation v > 277.66ms 555.32ms 832.97ms 111s

v app-a GET /chain (1.11s)

> GET / (2.08ms) | 2.08ms

> app-b GET /io_task (1.01s) 1.01s | '

> app-¢ GET /cpu_task (6.94ms) 6.94ms ¢
app-a GET /chain http receive (23.5us) 23.5us
GET /chain http receive (432.58s) 432.58us
GET /chain http send (128.92us) 128.92us
GET /chain http send (24.92us) 24.92us
GET /chain http send (20.25us) 20.25us

Grafana fR&1CH&~ Trace




Traces - Data Flow
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https://github.com/cncf/tag-observability/blob/main/whitepaper.md
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H:M3ZHFEH - Traces vs Logs

DAY

OpenTelemtry B Logging Instrumentation > £ A Trace E&1 2| Log
BBIRIG SR BN B1TRE) Logging Instrumentor

N~

OTEL _PYTHON LOG_CORRELATION LOG_FORMAT=true opentelemetry-instrument python basic.py

opentelemetry.instrumentation. logging LoggingInstrumentor

LoggingInstrumentor().instrument(set_logging_format= )

> 2024-09-03 14:43:36,418 INFO [root] [main.py:83] [trace_id=ff745a081d1f272cc791a122871aef84f
span_id=0b4d41a7aac8d45a resource.service.name=app trace_sampled=True]i- Info log

ml
u|

%A Trace 1 Span B&AY Log


https://opentelemetry-python-contrib.readthedocs.io/en/latest/instrumentation/logging/logging.html

N3 B FEH - Traces vs Metrics

<

lulex

5HY Trace |

[ 11
alll-
L
AT
il
fr

OpenMetrics BY Exemplar SE£97E Metrics &5

opentelemetry trace

span = trace.get current_span()
trace_id = trace.format trace _id(span.get _span_context().trace_id)

REQUESTS_PROCESSING_TIME.labels(
method=method, path=path, app_name=self.app_name
) .observe(after_time - before time, exemplar={"TraceID": trace_id})

fastapi_requests_duration_seconds_bucket{ = . ="GET", ="/random_sleep"} 2.0

)

Erd

fastapi_requests_duration_seconds_bucket{ = ="GET", ="/random_sleep"} 2.0
fastapi_requests_duration_seconds_bucket{ ="GET", ="/random_sleep"} 5.0

258 Trace |ID BY Metrics

1]


https://openmetrics.io/

Demo - OpenTelemetry Instrumentation 113 B fE

jump to...

Home > Dashboards > FastAPI Observability vy @} | Add v | | Share @ Last 5 minutes

Application Name | app-a v Log Query Enter variable value

Total Requests Requests Count Requests Average Duration

GET/ GET /chain GET /cpu_task GET /lo_task GET frandom_sleep GET GET/ B
[random_status

410 211 376 392 214 294 .5

GET /cpu_task SN NS
el cer roes JENNNNNNRRNNRRRNENRRENA
o GET /metrics BH ¥

P GET /random_sleep MENEREEENE ."..‘........................‘.‘.‘.... 1]

T 7/ R ___ GET /random_status S§ ¥

Total Exceptions Percent of 2xx Requests Percent of 5xx Requests

100% 100%

80%
B0% —— ¢ ——¢—¢+——0——0o—0—0o—0—0— ——— ——— o o —¢ o —

60%
40%

20% —

19:29:30 19:30:00 19:30:30 19:31:00 19:31:30 19:32:00 19:32:30 19:33:00 19:33:30 19:34:0 19:29:30 19:30:00 19:30:30 19:31:00 19:31:30 19:32:00 19:32:30 19:33:00 19:33:30 19:34:0
e» [ e» [chain e= [cpu_task == [io_task /random_sleep == [random_status == /chain == [random_status

PR 99 Requests Duration Request In Process Request Per Sec

0.25 req/s
0.2 req/s
0.5 req/s

—e

0.1req/s

o : . ‘ . \ . / \/ X [ 0.05 req/s
19:30:00 19:31:00 19:32:00 19:33:00 19:30:00 19:31:00 19:32:00 19:33:00 19:30:00 19:31:00 19:32:00 19:33:00
== [ e= [chain == [cpu_task == [io_task frandom_sleep == /random_status == [ e= [chain == [cpu_task == f[io_task /random_sleep == [random_status w= [ = [chain == [cpu_task == [io_task /metrics == /random_sleep == [random_status

Log Type Rate Log of All FastAPI App

app-c¢  ERROR trace_id=034eb5f82023ba316a6a7b87f53374da cpu task
app-c  INFO trace_id=6cba579081d2dbde69f78e308320685dbc 192.168.65.1:44987 - "GET / HTTP/1.1" 200
app-c¢ INFO trace_id=1a1844ad7b6c668086edd749325c344d 192.168.65.1:25316 - "GET /cpu_task HTTP/1.1" 200
app-c¢  CRITICAL trace_id=6cba5790881d2dbde69f78e30832085dbc Critical error. Please fix this!
app-c¢ ERROR trace_id=6cba5790681d2dbde69f78e3032085dbc Oops! We have an Error. OK
app-c¢  WARNING trace_id=6cba579681d2dbde69f78e3032085dbc Hey, This is a warning!
app-c¢  INFO trace_id=6cba579081d2dbde69f78e3032085dbc Info log
app-c¢  INFO trace_id=6cba5790681d2dbde69f78e3032085dbc Request headers: Headers({'host': 'localhost:8802', ‘'user-agent': 'k6/0.45.0 (https://k6.io/)'})
app-c¢ ERROR trace_id=1a1844ad7b6c668086edd749325c344d cpu task
app-c  INFO trace_id=7c4c447653e98fc463db8a3b1fe00803 192.168.65.1:39476 - "GET /io_task HTTP/1.1" 208
app-c  INFO trace_id=11a29f8b5e58e2e3064afd7ab227ccbb 192.168.65.1:25316 - "GET /io_task HTTP/1.1" 208
app-c¢ ERROR trace_id=7c4c447653e98fc463db8a3b1fe00803 io task

19:30:00 19:31:00 19:32:00 19:33:00 19:34:( app-c¢ ERROR trace_id=11a29f8b5e58e2e3064afd7ab227ccbb io task

== CRITICAL ERROR == INFO == WARNING app-b INFO trace_id=c74a191e794571fa8bcbeb9b3497cbe8 HTTP Request: GET http://app-a:808@80/cpu_task "HTTP/1.1 2886 OK"

https://github.com/blueswen/pycon-tw-2024-python-observability


https://github.com/blueswen/pycon-tw-2024-python-observability

Demo - Zero-code Instrumentation

Trace

basic: GET /request 6.89s =) Give feedback | © TraceID || ® Export
2024-09-19 19:42:34.673 [request .get("/request")

request(request: Request):
httpx.get("https://httpstat.us/200")

—— httpx.post("https://httpstat.us/404?sleep=3000")
httpx.post("https://httpstat.us/500?sleep=1500")

{"request": "completed"}

> Span Filters ®

Service & Operation ¥ 5.17s 6.89s

v basic GET /request (6.89s)

GET (786.75ms) [0 === 786.75ms

POST (3.79s) A3 [ ) 3.79s

POST basic 3.79s

847.67ms (19:42:35.521) client
error basic

opentelemetry.instrumentation.httpx image: ghcr.io/blueswen/pycon-tw-2024-python-observability/app latest
0.48b0

ports
"8080:8000"
v Span Attributes environment
"poST o OTEL_TRACES_EXPORTER=0t1p
OTEL_EXPORTER_OTLP_ENDPOINT=http://tempo:4317
OTEL_METRICS_EXPORTER=none
OTEL_SERVICE_NAME=basic

> Resource Attributes: basic command: opentelemetry-instrument python basic.py
& d07cf7cd4a25d7a2

(8s Logs for this span

404 @
"https://httpstat.us/404?sleep=3000" ©

POST (2.21s)

GET /request http send (267.67us) 267.67s

GET /request http send (147.17us) 14717 us




— Home > Explore > Prometheus

= Outline Prometheus [I] Split Add v @ v

v A (Prometheus) ® 0O © w
Kick start your query Explain @ Builder Code

Metrics browser > | histogram_quantile(.99,sum(rate(fastapi_requests_duration_seconds_bucket{app_name="app-a", path!="/metrics"}
[1m])) by(path, 1le))

> Options Legend: {{path}} Format: Time series Step: Type: Both Exemplars: true

+ Addquery & Queryhistory (& Query inspector

Graph Lines Bars Points Stacked lines Stacked bars

18:25:00 18:25:30 18:26:00 18:26:30 18:27:00 18:27:30 18:28:00 18:28:30 18:29:00 18:29:30
e= [/ e=» [chain == [cpu_task == [io_task [random_sleep == [random_status

MAEZ EEIDIEERRFEE Metrics # Logs



Demo - BE5I3Z B & - Metrics vs Logs

= Home > Explore > Prometheus | Loki o ~

Prometheus Pl X Close Add v < O v > Q I'Q “ i B8 Add to dashboard

v A (Prometheus) ® 0 @ w ' 0 © w
Kick start your query Explain ‘@ Builder Code Kick start your query Label browser Explain query @ Builder Code

Metrics browser > histogram_quantile(.99,sum(rate(fastapi_requests_duration_se{onds_bucket {compose_service="app-a"} |=

{app_name="app-a", path!="/metrics"}[1m])) by(path, 1le))
> Options Type: Range Line limit: 1000

v Options
Legend Minstep ©®  Format + Add query & Query history (& Query inspector

{{path}} auto Time series ~ Instant Both . .
Sync all veiws to the same time range

v Logs volume

+ Addquery & Queryhistory () Query inspector
20

10

Graph Lines Bars Points Stacked lines Stacked bars ‘ ‘
T il \u

L

0 11} e i i e [l LU LLLICIELE m e LLLLLLL I 1 L LLLL (]

23:15:00 23:15:30 23:16:00 23:16:30 23:17:00 23:17:30 23:18:00 23:18:30 23:19:00 23:19:30 23:20
== |ogs Total: 593

Logs Logs Table

Time @ Unique labels @ Wrap lines (V] Prettify JSON @

Deduplication None Exact Numbers Signature

Display results Newest first Oldest first

Common compose_project=pycon-tw-2024-p.. compose_service=app-a container_name=pycon-tw-2024-py.. & Download v
labels: host=docker-desktop service_name=pycon-tw-2024-pyth..

v y J ’ Line limit: 1000 (593 displayed) Total bytes processed: 140 kB
3:15:00 23:15:30 23:16:00 23:16:30 23: 17 (0]0) 23: 17 30 23: 18 00 23: 18 30 23:19:00 23:19:30 23:20

== | == [chain == [cpu_task == /io_task [random_sleep == /random_status > 2024-89-18 15:19:50,397 INFO [uvicorn.access] [h11_impl.py:476] [trace_id=81a17af92e8247070012eb0
d9181610d span_id=a8@ba115008cc5cfd resource.service.name=app-a] - 192.168.65.1:25982 - "GET /chai

Raw n HTTP/1.1" 200
> 2024-09-18 15:19:50,397 INFO [root] [main.py:164] [trace_id=81a17af92e8247070012eb8d91816108d span

5 & BF AT RE )BT & 58 Metrics £ Logs

LI



emo - E:\3ZEFEMA - Exemplar: Metrics to Traces

Home > Explore > Prometheus | Tempo o9 ~

Prometheus Pl X Close Add v < O v & > Q o v

A (Prometheus)

® 0 @ w

Kick start your query Explain @ Builder Code

Metrics browser > histogram_quantile(.99,sum(rate(fastapi_requests_duration_seconds_bucket
{app_name="app-a", path!="/metrics"}[1m])) by(path, 1le))

v Options o

Legend (& Min step © Format Type Exemplars
{{path}} auto

Time series Range Instant Both o

+ Add qui pyomplar
2024-09-18 23:16:39

Graph Lines Bars Points_..Steeked lines Stacked bars
TracelD 8dab1a9d754cab79e0660628c7e4088e

8 Value 1.00
__name__ fastapi_requests_duration_seconds_bucket
app_name app-a
instance app-a:8000
job app-a
le 2.5

method CIICk GET
path /io_task

(2,

Query with Tempo Hover

o T —
/ / \.'.
, .",\
\
@ ;"’v \
0 o o o 5 o o & ' ® © »

* g -

KHEN 23:15:30 23:16:00 23:16:30 23:17:00 23:17:30 23:18:00 23:18:30 23:19:00 23:19:30 23:20

e= [ e=» [chain == [cpu_task == [io_task [random_sleep == [random_status

AN

"= Tempo 00 Add to dashboard ® v & Q .

v A (Tempo) ® 0 © Ww

Query type Search TraceQL Service Graph Import trace

Build complex queries using TraceQL to select a list of traces. Documentation

8dab1a9d754cab79e0660628c7e4088e

> Options Limit: 20 Spans Limit: 3 Table Format: Traces Step: auto Streaming: Disabled

+ Addquery & Queryhistory () Query inspector

> Node graph
Trace

app-a: GET /io_task 1s
2024-09-18 23:16:38.860 [io_task

&] Give feedback | © TraceID || @ Export

> Span Filters ® 4 spans @  Prev = Next

Service & Operation ¥ 250.72ms 501.44ms 752.15ms

v app-a GET /io_task (1s) )

GET Jio_task http send (232.38us) 232.38us |

GET /io_task http send (45.92us) 45.92us

GET Jio_task http send (34.08us) 34.08us

FEPE Exemplar 7 Metrics _E42%% Trace ID » #845 Metrics &2 Traces




*
YA

Demo -

= Home > Explore > Tempo | Loki o ~

'I:IIII'

= Tempo 82 Add to dashboard

v A (Tempo)

Query type Search TraceQL Service Graph

Build complex queries using TraceQL to select a list of traces.

6753d6cd43be8ac9ffab5035bec5625aa

®© v ¢ Q & ~

®@ 0 ©

Import trace

Documentation

> Options Limit: 20 Spans Limit: 3 Table Format: Traces Step: auto Streaming: Disabled

Trace

app-a: GET /chain s
2024-09-18 22:44:35.142 /chain

> Span Filters ®

E] Give feedback | © Trace ID Export

19 spans ()  Prev

Service & Operation v > ¥ »  Ops 276.13ms

I
v app-a GET /chain (1.1s) (S

GET
[chain

Click

\_a (B Logs for this span

> Span Attributes:

> Resource Attributes:

—

BHEE Span &

552.26ms

agp-a NS

Ops (22:44:35.442) 6
gerver unset
opentelemetry.igstrumentation.fastapi
0.48b0

172.20.0.11:8000...

& d499ef7de6718940

328.39ms 11s

1 Log ICON

F - Traces to Logs

80 Add to dashboard

v A (Loki) ® 0 © w

Kick start your query Label browser Explain query \ @ Builder Code

{compose_service= } |4"6753d6cd43be8ac9ffa5035bec5625aa"

> Options Pe: Range Line limit: 1000

® This query will process approximately 4.5 KiB.

+ Addquery & Queryhistory (& Query inspector

> Logs volume

Logs Logs Table

Time @ Unique labels @ Wrap lines (V] Prettify JSON @

Deduplication None Exact Numbers Signature

Display results Newest first Oldest first

Common compose_project=pycon-tw-2024-p.. compose_service=app-a container_name=pycon-tw-2024-py.. @ Download v

labels: host=docker-desktop service_name=pycon-tw-2024-pyth..

Line limit: 1000 (12 displayed) Total bytes processed: 3.90 kB

> 2024-09-18 14:44:36,246 INFO [uvicorn.access] [h11_impl.py:476] [trace_id=[WfRl[YSl:Rl Ll bRk
PECELYAEY] span_id=99a5b54d8d27eb6f resource.service.name=app-a] - 192.168.65.1:54016 - "GET /chai
n HTTP/1.1" 200

2024-09-18 14:44:36,246 INFO [root] [main.py:164] [trace_id=[gfkl(dJel ] LRI RRERLEEECELYAEE] span

_id=d499ef7de6718940 resource.service.name=app-a trace_sampled=True] - Chain End

2024-09-18 14:44:36,245 INFO [httpx] [_client.py:1786] [trace_id={fkLs[YelslE] L Ll R R LR Lt VATE

span_id=d499ef7de6718940 resource.service.name=app-a trace_sampled=True] - HTTP Request: GET htt
p://app-c:80008/cpu_task "HTTP/1.1 206 OK"

2024-09-18 14:44:36,219 INFO [httpx] [_client.py:1786] [trace_id={fkLs[Yelsl Rl El AR LR It YATE

span_id=d499ef7de67189408 resource.service.name=app-a trace_sampled=True] - HTTP Request: GET htt
p://app-b:8600/io_task "HTTP/1.1 260 OK"

2024-09-18 14:44:35,172 INFO [httpx] [_client.py:1786] [trace_id={fkLs[elslR] L LI RELLEE Ll YAT-E!

span_id=d499ef7de6718940 resource.service.name=app-a trace_sampled=True] - HTTP Request: GET htt

] EEE

Log



Illllillll

Demo - E:I3Z B &R - Logs to Traces

= Home > Explore > Loki| Tempo o ~

= \l_ Loki 82 Add to dashboard O v & o : = "= Tempo B8 Add to dashboard Q) e > Q Q v

Logs Logs Table
g 9 v A (Tempo) ®@ 0 © w

Time @ Unique labels @ Wrap lines ® Prettify JSON @ Query type Search TraceQL Service Graph Import trace

Deduplication None Exact Numbers Signature Build complex queries using TraceQL to select a list of traces. Documentation

. . : 8de000c7316385c21efe538cada7fc7a
Display results Newest first Oldest first

> Options Limit: 20 Spans Limit: 3 Table Format: Traces Step: auto Streaming: Disabled
Common compose_project=pycon-tw-2024-p.. compose_service=app-a container_name=pycon-tw-2024-py.. @ Download v
labels: host=docker-desktop service_name=pycon-tw-2024-pyth..

Add quer v uery histor uery inspector
Line limit: 1000 (17 displayed) Total bytes processed: 3.90 kB + ‘ y O Q y y @ Q y P

v 2024-09-18 14:44:36,538 INFO [uvicorn.access] [h11_impl.py:476] [trace_id=8de@00c7316385c21e"
38ca4a7fc7a span_id=817616b39feb6edf resource.service.name=app-a] - 192.168.65.1:54816 - "GE" > Nod¢ graph
favicon.ico HTTP/1.1" 404

Trace

app-a: GET 3.95ms E] Give feedback | © TraceID || @ Export
7024-09-18 22:44:36.536 GET 404 [favicon.ico

compose_project pycon-tw-2024-python-observability
compose_service app-a
con-tw-2024-python-observability-app-a- .

container_name :y i y-app > Span Filters ®
detected_level info

/var/log/docker/f0d8d32060011fd4c9c9256b42
filename d9cd1abd54e3fealcdf3b59847b68679a0Bcbfa5/ j

son.log

host docker-desktop Service & Operation > ¥ »  Ops 987.81us 1.98ms 2.96ms 3.95ms

AR S IRC R 7 T v app-a GET (3.95ms) ey

1

service_name

GET http send (416.04ps) (s 416.04us

O} source stdout

GET http send (309.17ps) (s 309.17pus ===
Links e

GET http send (75us 75us ©
® Ll TraceID 8de@0BC7316385c21efe538cada7fc7a (—\ CEThtipsendiSps) B g

> 2024-09-18 14:44:36,246 INFO [uvicorn.access] [h11_impl.py:476] [trace_id=6753d6cd43be8ac9ffas50 (:II(:I(
35bec5625aa span_id=99a5b54d8d27eb6f resource.service.name=app-a] - 192.168.65.1:540816 - "GET /
chain HTTP/1.1" 2006
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https://itplus.ithome.com.tw/webinar-page/223
https://speakerdeck.com/blueswen/cong-ling-kai-shi-da-zao-ke-guan-ce-xing-ping-tai
https://ithelp.ithome.com.tw/users/20162175/ironman/6445
https://ithelp.ithome.com.tw/users/20104930/ironman/4960
https://ithelp.ithome.com.tw/users/20162175/ironman/7185
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Prometheus: The Documentary - Prometheus 4
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https://github.com/blueswen/fastapi-observability
https://github.com/blueswen/fastapi-jaeger
https://github.com/blueswen/opentelemetry-apm
https://youtu.be/rT4fJNbfe14
https://grafana.com/story-of-grafana/
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https://www.tenlong.com.tw/products/9786263339538

